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COUNCILLOR/CONTROLLER GUIDELINES 
DATA PROTECTION 2026

The Parish Council takes its data protection duties very seriously and breaches can lead to punitive fines.   The Council has also produced a Parish Council Privacy Statement, General Guidelines, Processor Guidelines and will be carrying out regular risk assessments to make sure that we comply with the Government’s ICO (Information Commissioner’s Office).  (If you would like to attend training on this subject please contact the Parish Clerk for more information.)

REGISTER OF INTERESTS
Newly appointed Councillors will be expected to contact Wiltshire Council online to Register your Interests within 28 days of being co-opted onto the Parish Council.  (Details will be provided).   It is very important that you declare any conflict with your personal circumstances when you vote at meetings.  A Parish Councillor has to be completely impartial.

Listed below are data protection guidelines to help you carry out your role as Parish Councillor.  Fortunately the Parish Council holds very little personal data but these guidelines are reminders on how to manage your computer and its records and also how to guard your behaviour at public Parish Council meetings.

DATA PROTECTION ROLES
According to the Information Commissioner’s Office, for your information, the DATA CONTROLLER is the Parish Council, the DATA PROCESSORS are the Parish Clerk and Administrators overseeing the website and Facebook.  The Parish Council has appointed a DATA Protection Officer from an outside Organisation to work with the Parish Council to make sure we legally comply and has internally appointed a DATA INFORMATION OFFICER (Cllr Kevin Lamb) as a liaison and first responder on all DATA Protection matters.  Our Lead Councillor is legally obliged to report back to the full parish council immediately there has been a breach.

NEW REGULATIONS
The Parish Council has a duty to keep personal data secure and it is mandatory that all Councillors and staff are be fully aware of the guidelines and duties necessary to prevent a breach.  All procedures will be thoroughly examined to make sure that the Parish Council is compliant.  If you believe that a breach has occurred you must immediately report this to our DATA Protection Lead Councillor for a full investigation.  Any security breach could leave all members of the Parish Council open to prosecution unless guidelines are fully complied with.

In the Parish Council’s GENERAL GUIDELINES you will see a full list of the Principles for Processing Personal Data, When it is lawful to process data and What is considered the criteria for Sensitive Personal Data.  If it is considered lawful for the Parish Council to collect sensitive data then all consent processes must be carefully followed. 

PRIVACY STATEMENT
The Parish Council has a legal duty to publish a Parish Council Privacy Statement and this is posted on the council website.   It sets out our compliance duties and the rights of members of the public.

RECORDS
Any sensitive records are held at the home of the Parish Clerk, either electronically or in a secure cabinet.  Less sensitive files are archived in locked cabinets in the village hall.  What we keep and how long we keep them are in guidelines from the Government “Retention of Documents and Records” to comply with the Freedom of Information Act 2000 Publication Scheme and access for HMRC compliance.  Fortunately many documents are now easily available online reducing the huge quantities previously stored.

COMPUTERS/LAPTOPS/IPADS
It is very important that you keep your antivirus and spamming security up to date.   A virus from an insecure system could completely compromise the Parish Council systems.   

1. Please do not open any emails or attachments from people you do not recognise.
2. Please report any virus or security problem you may have immediately and shut down your system until it has been cleared.
3. All your computers must be password protected and it is good practice to have a separate password for private use.
4. As soon as you possibly can please set up a Councillor domain for your emails – if you don’t know how to do this, one of the Councillors will advise you : i.e.
any.other.councillor@stavertonparishcouncil.org.uk.
5. Please try and separate your Parish Council documents from your private ones to prevent accidentally sharing emails with the wrong person.
6. File your online documents under separate headings and immediately delete sensitive emails which do not need to be kept.  Regularly empty your online “BIN”.
7. Please delete any documents which are not for your reference or you are not working on, as the Parish Clerk holds most of these.
8. Please THINK before your SEND.  Is your email attached to a long list of other emails with sensitive information included?  It is not good practice to include these unless it is relevant to your email conversation.  Also do not include third parties in your emails unless it is essential and do not include sensitive information, or they could go to dozens of other parish councils in error.  Do not assume it is ok to include other organisations in your emails as emails sent to you are usually for the eyes of the Parish Councillors only.  Always double check your emails however short they are or you may get a reminder from the Parish Council Lead Councillor to be more careful.  If you need to discuss a subject with another organisation make the subject of your discussion anonymous or get the consent of the person involved first and keep the email as confirmation.  If you have pressed the SEND button too hastily and are not sure if you have done the right thing then contact the Parish Council Lead Councillor for advice.  It is important that every one of us is vigilant and works as a team to prevent a serious breach.
9. However remember that any information which has been included in the Minutes of our Parish Meetings or posted online or on notice boards is NOT SENSITIVE.  This includes your email addresses and telephone numbers provided in the Newsletter and Noticeboard.  Do not give out private telephone numbers to the public of your colleagues unless they are publicly listed or you have explicit permission to do so.

HARD COPIES
Although the Parish Council is striving to be as paper free as possible we cannot completely avoid this under Parish Council statutory guidelines.  At each meeting you will be handed a folder of papers including Agenda, minutes and supporting documents for issues to be discussed.  Most will be public knowledge but occasionally there may be a copy of an email complaint with sensitive information not discuss openly at the meeting.   Please shred or tear up sensitive information.  DO NOT PLACE IN THE BIN UNLESS DESTROYED.   Any files you hold should be kept in a secure environment at your home.

PARISH COUNCIL MEETINGS
It is important that sensitive information on individuals are NOT OPENLY DISCUSSED at these meetings if the public is in attendance.  Quite often these issues are raised in emails between Councillors prior to the meeting but individuals must not be identified or named unless consents have been obtained prior to the meeting.   This is very important for the purposes of recording the minutes.

It is the duty of our elected Information Officer, Lead Councillor, Kevin Lamb, to remind Councillors at the meeting of any breach.

OUTSIDE OF PARISH COUNCIL MEETINGS
It may seem like common sense but sensitive information discussed between Councillors must not be discussed with others.  You have a duty to observe confidentiality and respect an individual’s privacy.  Be careful with careless talk.

If you have any queries or questions regarding these guidelines please can you contact Cllr Kevin Lamb or Parish Clerk, June Jones.



I,						Councillor 

Confirm that I have read and understand these guidelines          Dated:    
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