STAVERTON PARISH COUNCIL    [image: SPC LR 05]


GUIDELINES 
GENERAL DATA PROTECTION REGULATIONS 
2026
(References to NALC and ICO Guidelines) 

1. Awareness:  
 Robust contracts with and between Data Controllers and Processors
What the processor can or cannot do with personal data
· That the processor will keep personal data secure.
· Notify the data controller of a personal data breach
· Return/delete personal data at the end of contract.
· Will assist controller with requests from individuals concerning rights of access, to rectify and object to processing of personal data
· Will assist controller with privacy impact assessments
· Processor will demonstrate compliance with contractual obligations.

GDPR – NEW REGULATIONS:
· High fines for data controllers (Parish Councils) and data processors (Parish Clerks/Administrators)
· ICO may use range of measures to respond to data breaches – warnings, reprimands, corrective orders and fines
· 2 levels of fines, either up to 10 million euros (e.g. failure to appoint a DPO, to report breaches, to maintain written records for processing activities, in relation to the conduct of privacy impact assessments) or 20 million euros (e.g. failure to observe principles for processing including conditions for consent or data subjects’ rights.)

STEPS TAKEN TO COMPLY

1. DATA CONTROLLER (All Parish Councillors) to be notified of data breaches and keep an internal record of processing activities.
2. DATA PROTECTION OFFICER, LEAD COUNCILLOR KEVIN LAMB:  Councillor Lamb has been adopted to co-ordinate and monitor data protection guidelines, procedures and compliance between the DATA Protection Officer, Controller and the Processors.
3. DATA PROCESSORS: (Parish Clerk June Jones, or Administrators for Bookings, Website, Facebook and to edit the Newsletter) 
4. TRAINING:  Encourage training to all decision makers and key members of the Parish Council such as the Data Protection Lead Councillor, the Chair, the Parish Clerk (Processor), Administration managers (Processors) of the Website and Facebook, Bookings for the Village Hall and the Editor of Staverton Newsletter.
5. GUIDELINES:  All new Parish Councillors and new administrators to be given a copy of these guidelines as part of their induction and updated annually to the rest of the Councillors.
6. RISK REGISTER:  Parish Council Data Protection Risk Assessment Register to be reviewed annually or sooner if required.
7. RESOURCES:  Make sure adequate resources are available to enable lawful compliance.

2. Information Held
All online information held is protected by secure passwords and online security software. All hard copies are kept in locked cabinets and access is via the Parish Clerk.

i. PERSONAL DATA HELD:  
Six Principles for Processing Personal Data:
· Personal data must be processed lawfully, fairly and in a transparent manner in relation to the individual/data subject;
· Collated for specified, explicit and legitimate purposes;
· Adequate, relevant and limited to the purpose for which they are processed;
· Accurate and kept up to date, inaccurate data shall be erased or rectified without delay;
· Kept for no longer than is necessary for the purpose for which it was processed and
· Secure, using appropriate technical or organisation measures.

When is it lawful to process personal data?
· It will be lawful if the data subject consented to the processing of his/her personal data for specific purposes;
· Necessary for the performance of a contractual obligation with an individual or in order to take steps at the request of an individual prior to entering into a contract (i.e. contractual necessity);
· Necessary for compliance with the data controller’s legal obligations (i.e. not contractual);
· Necessary to protect the data subject or another individual’s vital interest (e.g. in a medical emergency) or
· Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

Sensitive Personal Data is:
· Racial or ethnic origin;
· Political opinions;
· Religious or philosophical beliefs;
· Trade union membership;
· Genetic data;
· Biometric data for the purpose of uniquely identifying an indi9vidual;
· Health and
· Sex life or sexual orientation.

When is it lawful to process sensitive personal data?  Need to justify publicising this information.
· The data subject has given explicit consent to the processing for specified purposes;
· Necessary for carrying out the Controller’s or individual’s rights and obligations in employment, social security law etc.
· It relates to personal data manifestly made public by the individual;
· Necessary for legal proceedings or
· Necessary for assessing the working capacity of an employee (i.e. processing medical or occupational health data;

What is fair processing?
· Organisations must be fair, transparent, clear and open with individuals about how their information will be used.
· How is this achieved?  With privacy notices.

STEPS TAKEN TO COMPLY 

Parish Clerk:  The sole employee of Staverton Parish Council is the Parish Clerk.  Personal details held would include address, previous employment and employers, testimonials, the employment contract, date of birth, salary paid, gratuity payments, any disciplinary proceedings that may have been held and annual appraisal information.
This information can be made freely available to any Parish Councillor on request but should not be shared with any other person other than another Parish Councillor unless the Clerk is involved in a disciplinary hearing.    In this case it may be necessary to share limited (no names or addresses) personal information with appropriate representatives of Wiltshire Council or if advice is sought, representatives from Wiltshire Association of Local Councils or the National Association for Local Council.  
The only information which is freely available to the public would be the clerk’s salary and gratuity payments.  
Parish Councillors:  Limited information is held on Parish Councillors including address, email addresses and telephone numbers.  Names, addresses, preferred email and telephone number are freely available to the public.  Private email addresses and private telephone numbers should not be given to the public or other councillors without permission.  The application form to join the Parish Council gives these options.  Personal information given on these forms can only be shared with serving Parish Councillors.  Hard copy information held on Councillors who have resigned from the Parish Council is shredded and all electronic records deleted.
Register of Interests
Councillors’ details can be viewed online on Staverton Parish Council website.  Hard signed copies are held for one year.
Register of Electors
The Register of Electors is provided by Wiltshire Council for the restricted use of the Parish Clerk and the Parish Councillors.
· The register is open to public inspection (but only for that person concerned under supervision), and contains the names of all those registered to vote in the area mentioned above.
· If the details are  incorrect or the name is not included in the register, or if it is believed another entry is incorrect, you should advise the Electoral Registration Officer immediately at Wiltshire Council
· Extracts from this register may only be recorded by making hand written notes.  Photocopying or electronic recording are NOT PERMITTED BY LAW.
· Information taken from this register should not be used for commercial purposes, unless the information has been published in the edited version of the register.  Anyone who fails to observe these conditions is committing a CRIMINAL offence and the penalty is a fine up to £5,000.
 MAINTAIN RECORDS:
1. Electronic records are maintained on the laptop of the Parish Clerk and kept in a securely locked environment at her home.  Secure passwords are maintained and the data is backed up automatically and electronically.  No other person has access to this laptop.  All security software is kept fully up to date.  
2. Hard copies are kept to a minimum but stored at the home of the Parish Clerk and in a lockable filing cabinet.   Archived files are kept in locked cabinets at the village hall but no personal information stored in this cabinets just planning applications and year end accounts/audit documents.  Out of date information is shredded.

EFFECTIVE POLICIES AND PROCEDURES
1. Implement Guidelines for Councillors, Newsletter Editor and Staff
2. Implement a General set of Procedures for the Parish Council and a Risk assessment of all procedures carried out by the Parish Council.

3. Communicating Privacy Information
Privacy Notices – must provide prescribed information which includes:
· The identity and the contact details of the data controller and where applicable the data processor.
· The contact details of the DPO:
· The purposes of the processing (e.g. to maintain accounts and records, to recruit and manage staff, manage premises, crime prevention);
· The legal basis for the processing (e.g. consent, contractual obligations, statutory or other legal obligations);
· The recipients of the personal data (if any) (e.g. credit reference agencies, HMRC, pension providers);
· The period for which the personal data will be stored (if that’s not possible, the criteria used to determine that period) and
· Information about individual’s statutory rights in respect of their personal data (e.g. the right to complain to the ICO). 



STEPS TAKEN TO COMPLY

1. Post the Parish Council PRIVACY NOTICE on the Parish Council Website.  Review regularly.
2. Employ DATA Information Officer from the Parish Council.  Recently appointed Cllr Kevin Lamb.
3. Explain lawful basis for processing the data:  The Parish Council is a local Government organisation, and it governs the parish with a group of nine Parish Councillors.  General information is legally held on Councillors and they are obliged to volunteer any personal information which may provide a conflict of interest when presiding over lawful council business.  This information is legally made available to the public for scrutiny.   Personal or other private information given to the Parish Clerk or other Councillors cannot be passed to third parties without formal permission of the person concerned.  Complaints:  There is a formal procedure for complaints against the Parish Councillors and/or the Parish Clerk.  Information gathered concerning a formal complaint is not available to the general public.  Any data held by the Parish Clerk after the conclusion of the complaint is not shared with anyone else other than Parish Councillors, if follow up required.  Person’s rights to complain to the ICO are included in the Privacy Statement.
4. Information held to be easy to understand and in clear language:  All information is easily understood and in clear language.

4.  Individual’s Rights
· The right to be informed:  
· The right of access:
· The right to restrict processing
· The right to data portability
· The right to object and
· The right not to be subject to automated decision-making including profiling.

The right to portability is new and only applies to:
a. Personal data an individual has provided to a controller.
b. Where the processing is based on the person’s consent.
c. When processing is carried out by automated means.

STEPS TAKEN TO COMPLY
1. Include these rights in the Privacy Statement
2. Guidelines issued to Controllers and Processors

5.  Subject Access Requests
· Most requests cannot incur a charge.
· It is mandatory that applications take no more than a month to comply.
· The Parish Council can refuse a request if it is manifestly unfounded or considered excessive.
· However all refusals must come with a reason for the refusal and applicants have a right to complain to the supervisory authority.   Again within one month.

STEPS TAKEN TO COMPLY
1. There is no charge for requests unless information required is excessive and would incur unreasonable administration time.
2. Parish Council to decide if application should be refused if it is manifestly unfounded or considered excessive.
3. Application must be answered within a month.
4. If refused, applicant to be given a reason for the refusal and their rights to complain to the supervisory authority within a month.

6.  Lawful Basis for Processing Personal Data
 It will be lawful if:
· The data subject consented to the processing of his/her personal data for specific purposes.
· Necessary for the performance of a contractual obligation with an individual or in order to take steps at the request of an individual prior to entering into a contract (i.e. contractual necessity):
· Necessary for compliance with the data controller’s legal obligations (i.e. not contractual);
· Necessary to protect the data subject or another individual’s vital interests (e.g. in a medical emergency) or
· Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

STEPS TAKEN TO COMPLY

1. Where appropriate a consent will be requested for personal data to be held for a specific purpose.
2. Where it is necessary for the performance of a contractual obligation with an individual all necessary permissions will be sought.
3. The Privacy Notice will provide an explanation of the lawful use of data held by the Parish Council.
4. The Parish Council will uphold the right to have data deleted where consent is granted.
5. The Parish Council will explain the lawful basis for processing personal data in the privacy notice and when answering a subject access request.  

7. Consent
· Review how the Parish Council seeks, records and manages consent and whether it needs to make changes.
· Refer to ICO Guidelines.  Consent must be a positive opt-in as it cannot be inferred from silence, pre-ticked boxes or inactivity.
· Must be separated from other Terms and Conditions and must meet new GDPR standard.

STEPS TAKEN TO COMPLY
1. The Parish Council has taken advice and purchased templates covering consents for a variety of reasons.  These templates comply with the new guidelines.
2. Recording of information is held on a secure laptop at the Parish Clerk’s own home.
3. Hard copies are held in a secure cabinet at the Parish Clerk’s own home.  
4. Need to review how Parish Councillors hold their electronic records and hard copies.
5. When seeking consent it must be a positive opt in and where possible a signature should be obtained on a hard copy document or in writing on email.
6. A separate Consent form must be issued when sending out Terms and Conditions to meet the new GDPR standard.  This will be necessary if hiring the village hall and sports ground.

8. Children
· Needs systems to verify ages and to obtain parental or guardian consent for any data processing activity.
· Special protections for children’s personal data in context of online services and social networking i.e. Facebook and websites.
· Own consent at 16 but could be lowered to 13.  Need to get consent from person holding parental responsibility.
· Privacy notice to go in Newsletter, website and Facebook.

STEPS TAKEN TO COMPLY
1. Guidelines to be issued for verifying the ages and how to obtain parental or guardian consent for any data processing activity.
2. In no circumstances will children’s personal data be publicised in context of online services and social networking i.e. Facebook and websites without full prior written permission of the child’s parent or guardian.
3. Age of the child to be investigated to comply with ICO rules as 16 years can give their own consent.  Need to verify this and obtain consent from person holding parental responsibility.
4. Guidelines to be issued to the Editor of the Newsletter to make sure the Parish Council complies.
5. Privacy notice to include Parish Council’s compliance with this.

9. Data Breaches
GDPR - Reporting Personal Data Breaches 

Personal data breach =    
“ a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.”
EXAMPLES
· Access to personal data by an unauthorised third party.
· Sending personal data to an incorrect recipient.
· Devices containing personal data being lost or stolen.
· Alteration of personal data without permission.
· Loss of availability of personal data.

A breach can result in e.g. identity theft or fraud, financial loss, damage to reputation and loss of confidentiality, social disadvantage for an individual.

Procedure for reporting personal data breaches:
As soon as Parish Council becomes aware of personal data breach:
· *Notify ICO within 72 hours if breach presents a risk to an individual’s “rights and freedoms”
· Notify individual, without delay, if breach presents a “HIGH” risk** to an individual’s “rights and freedoms”
· *Describe nature of breach, likely consequences of breach, confirm DPO details or other contact point for information, and steps taken/proposed to mitigate adverse effects.  Where the notification is after 72 hours, PC must explain reasons for delay.
· **Describe nature of breach, likely consequences of breach, confirm DPO details or other contact point for information and steps taken/proposed to mitigate adverse effects.
· The processor must notify the PC without undue delay (i.e. immediately) after becoming aware of a personal data breach).
· PCs must record all personal data breaches, comprising the facts relating to the personal data breach, its effects and the remedial action taken.

How to prepare for dealing with personal data breaches;
· Raise awareness/train all to recognise a personal data breach.
· Allocate responsibility for managing breaches to a dedicated person or team.
· Prepare a response plan for addressing any personal data breaches that occur.
· Consult DPO?

GDPR – New regulations
· More rights for individuals (e.g. including right to be erased/forgotten).  Responding to subject access requests – generally within one month and cannot charge fee.
· New duty to keep internal register of processing activities.
· New duty to keep internal register of processing activities.
· New duty to appoint a Data Protection Officer (DPO).  Most clerks/RFOs are unable to be a DPO.
· Privacy impact assessments in respect of activities to be determined by ICO.
· New approach to relying on consent for processing.

STEPS TAKEN TO COMPLY
1. The Parish Council to ensure that robust procedures are in place to detect, report and investigate a personal data breach.
2. ICO to be informed if HIGH RISK to an individual’s rights and freedoms within 72 hours.
3. Data Information Officer to be informed immediately or the Chair in his absence.
4. Individual concerned to be informed as soon as possible.
5. Ongoing training to Councillors and staff, to be implemented to recognise and manage personal data breaches.
6. Separate guidelines to be given to Councillors and Staff to highlight any weaknesses in recording, storing and communication personal data.
7. New Councillors to be set up with a.org.uk Parish Council email domain such as a.n.other.councillor@stavertonparishcouncil.org.uk.  The use of personal email domains to be discouraged.
8. Obsolete information to be deleted regularly and hard copies stored securely.
9. All Councillors to install Antivirus & Malware software on their computers and laptops.
10. Each Councillor to use password protected access to their computers and set up separate passwords for other users.
11. Laptops and computers to be stored securely and care taken when transporting outside of home environment.
12. Warnings to be given to Councillors and staff, circulating emails to outside organisations with sensitive information included in other emails attached.
13. Not to give out any personal information not included in public places such as notice boards, website and Facebook without prior permissions.
14. Not to forward on any personal information in emails to outside organisations without prior permissions.
15. Not to discuss personal information in open Parish Council meetings with members of the public in attendance.
16. Not to alter any personal information without permission.
17. At Parish Council meetings, sensitive information to be discussed after the public has been asked to leave the room and invited back afterwards.
18. Wherever possible names should not be included in minutes unless recording is a legal requirement and/or permissions granted.
19. The Data Information Lead Councillor who has been appointed, will manage the breach in consultation with the processor (Clerk) and report immediately back to the full Parish Council.  
20. Data Information Lead Councillor to intervene in Parish Council meetings immediately if a breach in protocol has been made or is likely to be made.
21. Data Information Lead Councillor to monitor Parish Council internal email conversations to make sure that breaches in the discussion and recording of personal data has not occurred.
22. Data Information Lead Councillor and Processor/Clerk to regularly monitor sensitive issues before circulating to external organisations.
23. Warnings to be issued that highly sensitive information regarding breaches not to be emailed but posted to Parish Councillors/Clerk.
24. If necessary an urgent extra ordinary meeting to be held to discuss the breach and if it is of HIGH RISK.
25. In the event of a HIGH RISK, the Data Protection Officer (LPCAS) is to be fully informed and consulted within 24 hours.
26. An urgent full Privacy Impact Risk Assessment of the breach to be carried out, describing the nature of the breach, likely consequences and steps taken to mitigate adverse effects.
27. Maintain internal register of processing activities and become more reliant on consents for processing.

10.      Data protection by design and data protection impact assessments
· Need to adopt a privacy by design approach and carry out a Privacy Impact Assessment.  These will be mandatory.
· DPIA required where data processing is likely to result in high risk to individuals such as: 
· Where new technology is deployed
· Where profiling operation is likely to significantly affect individuals or
· Where there is a processing on a large scale of the special categories of data.

STEPS TAKEN TO COMPLY
1. Adopt a Privacy Impact Risk Assessment.  This has been carried out.
2. Where new technology is deployed assess new risks and how it is likely to affect individuals.
3. Where processing is on a large scale, assess risks to special categories of data.

11.   Data Protection Officers
· Someone needs to take responsibility for data protection compliance and assess where this role will sit within the Parish Council’s structure and governance arrangements.
· The Parish Council needs to formally designate a Data Protection Officer DPO).
· It can be someone in the organisation (solely employed for this position) or outside the organization as an advisor.  The DPO needs to take proper responsibility for the data protection compliance and has the knowledge support and authority to carry out their role effectively.  This position cannot be held by a Parish Councillor as there could be a conflict or interests.

STEPS TAKEN TO COMPLY
Data Protection Officer 
This person was originally contracted from an outside organisation.   (The contractor has ceased to trade).   Cllr Kevin Lamb was appointed Lead Data Protection Officer with responsibility for advising on procedures and guidelines in the Parish Council to fully comply with the new ICO Regulations.


12.   International – Only relevant to cross border processing in the EU.  N/A
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