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PROCESSOR GUIDELINES 
DATA PROTECTION Reviewed 2026

DATA Processors are individuals who process incoming and outgoing data as part of their role within the Parish Council, whether an employee or a volunteer.  You have a responsibility to handle personal sensitive data verbally or in writing with respect and confidentiality.

A data processor can be the Parish Clerk, the Data Protection Officer, the Bookings Secretary for the village hall, an Administrator of the Website and or Facebook, the Editor of the Newsletter and any other volunteer acting on behalf of the Parish Council.

OTHER DATA PROTECTION ROLES
The DATA CONTROLLER is Staverton Parish Council.  It is the Council’s responsibility to make sure that Processors are fully compliant with the Data Protection Act and to make sure that Guidelines are issued to all Processors handling personal and sensitive data.  Punitive fines have been introduced for breaches of the Data Protection Act.

A DATA PROTECTION OFFICER, LEAD COUNCILLOR (Cllr Kevin Lamb) has been appointed by the Parish Council as a liaison and first responder on all DATA Protection matters.  Our Lead Councillor is legally obliged to report back to the full parish council immediately there has been a breach.  All general data queries should be raised with either the Lead Councillor or in his absence June Jones the Parish Clerk.

NEW REGULATIONS
The Parish Council has a duty to keep personal data secure and it is mandatory that all Councillors and staff are fully aware of the guidelines and duties necessary to prevent a breach.  All procedures will be thoroughly examined to make sure that the Parish Council is compliant.  If you believe that a breach has occurred you must immediately report this to our DATA Protection Officer for a full investigation.  Any security breach could leave all members of the Parish Council open to prosecution unless guidelines are fully complied with.

In the Parish Council’s GENERAL GUIDELINES you will see a full list of the Principles for Processing Personal Data, When it is lawful to process data and What is considered the criteria for Sensitive Personal Data.  If it is considered lawful for the Parish Council to collect sensitive data then all consent processes must be carefully followed. 

PRIVACY STATEMENT
The Parish Council has a legal duty to publish a Parish Council Privacy Statement and this is posted on the council website.   It sets out our compliance duties and the rights of the members of the public.



RECORDS
Any sensitive records are held at the home of the Parish Clerk, either electronically or in a secure cabinet.  Less sensitive files are archived in locked cabinets in the village hall.  What we keep and how long we keep them are in guidelines from the Government to comply with the Freedom of Information Act 2000 Publication Scheme and access for HMRC compliance.  Fortunately many documents are now easily available online reducing the need to store them.

SOCIAL MEDIA

Computers:  It is very important that you keep your antivirus and spamming security up to date.   A virus from an insecure system could completely compromise the Parish Council systems.   

1. Please do not open any emails or attachments from people you do not recognise.
2. Please report any virus or security problem you may have immediately and shut down your system until it has been cleared.
3. All your computers must be password protected and it is good practice to have a separate password for private use.
4. If you regularly send emails to people outside on parish council business, can you please set up a .org.uk domain for your emails – if you don’t know how to do this, one of the Councillors will advise you: i.e.  editor@stavertonnews.org.uk or stavertonvillagehall.org.uk or parishclerk@stavertonparishcouncil.org.uk 
5. Please try and separate your Parish Council documents from your private ones to prevent accidentally sharing emails with the wrong person.  Set up folders in your outlook for information you need to keep.
6. File your online documents under separate headings and immediately delete off sensitive emails which do not need to be kept.  Regularly empty your online “BIN”.
7. You need to delete any documents which are not for your reference or you are not working on, as the Parish Clerk holds most of these.
8. Please THINK before you SEND.  Is your email attached to a long list of other emails with sensitive information included?  It is not good practice to include these unless it is relevant to your email conversation.  Also do not include third parties in your emails unless it is essential and do not include sensitive information, or they could go to dozens of other parish councils in error.  Do not assume it is ok to include other organisations in your emails as emails sent to you are usually for the eyes of the Parish Councillors only.  Always double check your emails however short they are or you may get a reminder from the Parish Council Lead Councillor to be more careful.  If you need to discuss a subject with another organisation make the subject of your discussion anonymous or get the consent of the person involved first and keep the email as confirmation.  If you have pressed the SEND button too hastily and are not sure if you have done the right thing then contact the Parish clerk or Parish Council Lead Councillor for advice.  It is important that every one of us is vigilant and works as a team to prevent a serious breach.
9. All breaches must be reported immediately.
10. All complaints must be passed to the Parish Clerk or Chair of the Parish Council.
11. However remember that any information which has been included in the Minutes of our Parish Meetings or posted online or on notice boards is NOT protected as it is freely available to public.  This includes your email addresses and telephone numbers provided in the Newsletter and Noticeboard.  However, do not give out private telephone numbers to the public or your colleagues unless they are publicly listed or you have explicit permission to do so.  Always ask if you are unsure.


Website/Facebook/Newsletter/Correspondence with Residents or Individuals:
Administrators of the website and Facebook should be extra careful with the information they post.   Always remember RESPECT and CONFIDENTIALITY.  If you are not sure always check first.

NEAR BREACH EXAMPLES:
Example 1:  An historic document was about to be posted on the website and it still included names and addresses of people who were no longer involved with the Parish Council.  These details were omitted before publishing.
Example 2:  Sending emails to several residents at the same time exposing their email addresses to one another.  It is advisable to use blind copies in this instance.

· Do not post any personal information i.e. NAMES and ADDRESSES on the Website or Facebook or in the Newsletter unless there is a lawful reason to do so and you have the full consent of the individual.  A lawful example would be the names and addresses of Parish Councillors, local school heads, local Church Reverend’s name and address which are posted in the Council minutes, noticeboards and the newsletter for information only.
· Remember once a name has been posted online it can be accessed all over the world.
· Once a name has been included in the minutes, this is then a legal record of proceedings and must be made available to the public.  So care is needed here.
· DO NOT NAME AND SHAME!  You could be breaking the law.
· If it is lawful to include names and addresses, they must be accurate and an individual has the right of access to their information held and a right to change this information on application.
· It is unlawful to change an individual’s information without their permission.
· If it is lawful to use this information and circulate to “outside organisations”, you must get the consent of the individual by using consent templates we hold for the purpose.  You must gain consent of a child under 16 years of age by getting the written permission of the parental guardian.  However a child is not considered an adult until 18 years of age and it is expedient to get parental consent for 16 to 18 year olds.
· You should also gain written consent if you are using photographs of individuals.
· If you wish to set up a competition or report on group activities it is good practice to find out your legal status and get permissions and consent sorted out prior to the event.  Wiltshire Council can advise on specific issues.
· If in doubt please check with the Parish Council first!
· Every electronic copy of the Newsletter must be proof read for possible breaches and must be forwarded on to the Parish Clerk for circulation to the Parish Council prior to publication.

HARD COPIES
Although the Parish Council is striving to be as paper free as possible we cannot completely avoid this under Parish Council statutory guidelines.    Most will be public knowledge but occasionally we may hold personal information which is out of date and should be destroyed if it is no longer required..   Please destroy sensitive out of date information.  DO NOT PLACE IN THE BIN unless shredded.   Any files you hold should be kept in a secure environment at your home.

It may seem like common sense but sensitive information discussed between Councillors must not be shared with others.  You have a duty to observe confidentiality and respect an individual’s privacy.  Be careful with careless talk.



VERBAL COMMUNICATION
It is important to be respectful at all times and any personal information received should not be discussed or shared outside of the Parish Council jurisdiction.  THINK before you SPEAK and don’t give out personal information to outside organisations or the public.   Ask for permission before divulging phone numbers or addresses not publicly available.  You are not obliged to deal with verbal abuse and you must direct the complainant to the Parish Clerk or a member of the Parish Council.
Additional training can be offered if you feel you need it.

VILLAGE HALL HIRES
· All bookings are entered on the Website Diary and individuals should not be easily identifiable.  Use invoice numbers and reason for the hire i.e. birthday party or yoga.
· Detailed information of other hirers should not be shared with other hirers or the public.
· Sensitive information regarding non-payment of fees should remain in the confidence of Parish Council members and not shared.
· When issuing Terms and Conditions each hirer must be served with a separate Privacy Consent Form and the Parish Council Privacy Statement.
· Shred all paperwork containing names and addresses such as invoices and booking forms.
· Personal names and addresses unless relevant must be destroyed after hire within 1 year,

If you have any queries or questions regarding these guidelines please can you contact Data Information Officer, Cllr Kevin Lamb or Parish Clerk June Jones.






I 						            Position held:

Confirm that I have read these guidelines and understand them.

Dated:           
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