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	12 PRINCIPLES
	DESCRIPTION
	ACTION
	RISK

	1
	AWARENESS
	
	
	

	
	When is the Parish Council to be made aware of the new Regulations for May 2018?






	Circulate all the necessary documentation to Parish Councillors for information.  
Employ an outside Data Protection Officer, adopt a Data Protection Lead Councillor, attend training courses for the Chair, Lead and Parish Clerk.  Find out as much information as possible.
Download online information from ICO and become a member of the ICO.



	At a meeting held on 18 September 2017 it was recorded in the minutes that the new regulations were discussed and that the Parish Council would be compliant before May 2018.
At a meeting held in November 2017 Cllr Kevin Lamb was adopted as Data Protection Officer/Lead.
In January 2018 the Chair, Cllr Lead and the Parish Clerk attended a training session by NALC.
Cllr Lead and the Parish Clerk to work together with Data Protection Officer and produce up to date guidelines, policy, privacy statement and risk assessment.  When update, circulate for Parish Council approval.  The Parish Council is a member of the ICO organisation.
	Low

	2
	INFORMATION HELD
	
	
	

	
	a. Note personal data held and who the Parish Council shares it with.












	Personal data:    Employment contract for Parish Clerk with records of previous employment, address, date of 
birth.   Monthly PAYE records and time sheets.
New Councillor Application Forms:  Names, addresses and home/mobile telephone numbers.  Previous employment details.
Hirers of village hall and field:  Names, addresses and home/mobile telephone numbers.  Volunteer Bookings Manager.
Newsletter :  Names addresses and home/mobile numbers
Website/Facebook/Noticeboard: Names addresses and home/mobile numbers


	The Parish Council does not share this information with other
organisations other than an Internal auditor if required to do so for audit purposes.   Make sure that individuals are asked to sign a consent form if information required lawfully.
New Councillor applications are circulated to the other Councillors prior to a meeting where a new Councillor may be co-opted onto the Parish Council.  The applicant is asked on the form which information can be made public.  The rest of the information is kept on the Parish Clerk’s computer records until the Councillor resigns.  All information is then erased.  No contact details are shared with third parties unless approval given.
Hirers:  Privacy notice to be handed out at same time as the T & Cs.  Also a consent form is to be also handed out at the same time separately.  The Bookings Manager is issued with guidelines and the Clerk is copied into bookings to check for possible breaches.
Newsletter:  The Newsletter editor is a volunteer.  The Editor is supplied with a set of guidelines to manage the data protection issues.  All newsletters are sent electronically to the Parish Council prior to printing and for vetting the copy.   Any possible breaches can be addressed at this stage.
Website/Facebook:  Administrators are the Chair, the Data Protection Officer, the Parish Clerk and the Editor of the Newsletter.  All are issued with guidelines.
Noticeboard:  The Parish Clerk (processor) is responsible for publishing notices and has had training to recognise breaches.
	

Med

	
	b. Maintain Records







	Most records are held on the Parish Council laptop, in a 
lockable filing cabinet at the home of the Parish Clerk 
and archived files are held in locked cabinets in the 
locked storage room in Staverton Village Hall.
The keys are held by the Parish Clerk.
	Make sure that all records are kept up to date.
All paper records are permanently locked in cabinets when not being accessed.
All electronic records to be protected by passwords and cyber security software.
Data held to be deleted and destroyed when no longer required.



	Low

	
	c. Put effective policies and 
procedures in place.










	Councillor (Kevin Lamb) has been designated as the Data Information Officer.  Councillor Lamb has been trained and will work closely on an advisory basis with the Parish Clerk, June Jones.
Parish Clerk and Data Information Officer to put effective policies and procedures in place to prevent breaches.
Employ a Data Protection Officer from an outside independent organisation to advise on correct legal procedures and on guidelines, risk assessment and Privacy Statement.  (LCPAS has been contracted for this service)

Breaches: A breach is an unlawful disclosure of personal information to a third party or parties.

	Guidelines to be issued to all Parish Councillors, Data Processors such as Clerk and volunteers for media areas such as Letters, Newsletter, Website, Emails and Facebook.
The Parish Clerk, the Data Information Officer and the Chair of the Parish Council have attended a NALC course/training on DATA Protection and is using this training to set up guidelines and monitor possible breaches.
Monitoring and updating guidelines and risk assessments to be a continuous process.
Procedures have been put in place to deal with breaches in data security.





A Breach must be reported to the Data Protection Officer within 24hours or without delay and the ICO notified within 72 hours.  The individual should be notified without delay if the risk is high and as soon as possible if low to medium.
The Chair and the Data Information Officer should be informed immediately and the rest of the Parish Council within 24 hours.

	Low

	3

	COMMUNICATING PRIVATE 
INFORMATION
	
	
	


	
	a. Correspondence, Hard Copies and Email
	
	
	

	
	a.  Review current privacy 
notices and put plan in place for
any necessary changes in time
for GDPR implementation
	Privacy Notices have been rewritten by DATA Protection Lead Councillor.
Templates of privacy notices for individual issues have been purchased to make sure wording is correct.
	The Parish Council Privacy Notice will be posted on the Website and individual notices will be handed out to village hall hirers, new parish councillors, administrators, the parish clerk and other processors of information.

	Low

	
	b.  Explain lawful basis for 
processing the data, the length
of time held and a person's right
to complain to the ICO.
	An explanation of the Parish council’s policy and a person’s rights, will be included in the Privacy notice.

	
Individual notices will be issued for relevant occasions and situations.
	Low

	
	C. Information to be held to be 
easy to understand, and in clear
language.
	Information will be held in easy to understand and clear language.
	Monitor
	Low

	4
	INDIVIDUAL' RIGHTS
	
	
	

	
	· The right to be informed
· The right of access
· The right of erasure
· The right to restrict processing
· The right to data portability
· The right to object and
· The right not to be subject to automated decision- making including profiling.
	The right to portability is new and only applies to:
· Personal data an individual has provided to a controller
· Where the processing is based on the individual’s consent or for the performance of a contract: and
· When processing is carried out by automated means.
	These rights have been addressed in the Privacy Statement








	Low

	5
	SUBJECT ACCESS REQUESTS
	
	
	

	
	a. Most requests can incur a charge but not usually for this.
b. Given a month to comply
c. Can refuse a request if it is manifestly unfounded or excessive.
d. If refused must be given a reason and they have a right to complain to the supervisory authority.  Again within one month.
	a.  No charge will be made for this unless request is unreasonably enquiring and involved more than usual administration time.
b. The request to take no more than a month for a response.
c. Refusal will be the prerogative of the Parish Council.
d. Response to refusal will be given within a month.
	These requests are dealt with in the Council Policy, guidelines and Privacy Statement.








	Low

	6

	LAWFUL BASIS FOR PROCESSING PERSONAL DATA
	
	
	

	
	a. Identify lawful basis for processing this information and document and update the privacy notice to explain it.




b. Under new law people will have a stronger right to have their data deleted where you use consent as your lawful basis for processing.



c. Need to explain the lawful basis for processing personal data in the privacy notice and when answering a subject access request.


d. Document these above to comply with GDPR’S accountability requirements.
	a. It is lawful if a complaint has been made against a Parish Councillor or a Parish Clerk of a very personal or legal nature.  Also if consent has been granted.  If information has been forthcoming regarding lawful Parish Council business then this can be processed within the Parish Council but not shared without consent.   
b. The Parish Council does not forward on or process personal information unless it would refer to the above complaint and only then would it be shared as a last resort with a lawful body such as a Solicitor or Wiltshire Council Legal Department to adjudicate in case of dispute.   Information would not be shared with other organisations unless consented to.
c. It may be in the case of slander, libel or negligence of council property.  A resident or Councillor may sue the Parish Council.

d. The guidelines to comply with GTDPR accountability requirements are available.
	a.  This is included in the Privacy Notice.







b. Make sure that all information processes are clearly explained to processors under guidelines and procedures.








c.  This is explained in the Privacy Notice





d.  Guidelines and the Privacy notice have been drawn up
 To comply with GTDPR accountability requirements.
	 Low







Low









Low





Low


	7.
	CONSENT
	
	
	

	
	a. Review how we seek, record and manage consent and whether we need to make changes.
b. Refer to ICO guidelines. Consent must be a positive opt-on as it cannot be inferred from silence, pre-ticked boxes or inactivity.
c. Must be separated from other Terms and Conditions and must meet new GDPR standard.
	a.  A review will be carried out annually on how we seek, record and manage consent and whether changes are necessary.
b. ICO guidelines have been noted that consent must be a positive opt-on.
c.  It is noted that Consent forms must be separated from other Terms and Conditions and must meet new GDPR standards.



	

a. Carry out risk assessment annually or sooner if breach occurs.

b.  Guidelines to be monitored.

c. Actively follow ICO guidelines.





	Low


Low



Low

	8.
	CHILDREN
	
	
	

	
	a.  Needs systems to verify ages and to obtain parental or guardian consent for any data processing activity.
b. Special protections for children’s personal data in context of online services and social networking i.e. Facebook and websites.
c. Own consent at 17 but would  need to get consent from person holding parental responsibility below this age.






	SOURCES OF MEDIA AFFECTED:
a. NEWSLETTER – Competition winners – Articles involving children etc.  
b. WEBSITE – Minutes of a Parish Council meeting only if it warrants a mention & permission granted.  Newsletter stories copied from Newsletter.  Detailed information on bookings diary.
c. FACEBOOK – Permissions needed for named children.
d. EMAILS - Confidential information reported to the Parish Council and distributed to the Councillors for discussion.   Complaints regarding residents and Councillors.  Contractors failing to fulfil contracts satisfactorily.  Job applications and taking up references.

	a. NEWSLETTER:  Give guidelines to Editor of Staverton News and discuss personally if needs explanation.
b. WEBSITE:  Give guidelines to all administrators of the Website who include, Chair, Parish Clerk and Bookings Clerk for field and village hall.
c. FACEBOOK:  Give guidelines to administrator of Facebook who is the Chair.
d. EMAILS:  Give guidelines to All Parish Councillors, the Parish Clerk, the Editor of the Newsletter and any other representatives or administrators of Parish Council.







SEE COPY OF GUIDELINES

	MED












	9
	IT SOFTWARE AND HARDWARE
	
	
	

	
	a. Disposal of hardware
b. Viruses and Malware
c. Firewalls
d. Password Policy
e. Encryption















	a.  Parish Council computers should not be sold on unless the hard drives
have been wiped clean of all information by a professional IT Consultant.   Hard drives in obsolete computers should be removed and destroyed.
b. Parish Council devices should be adequately protected by security software for viruses and malware breaches and take professional advice.
c. All devices should have a Firewall installed to prevent illegal access to Parish Council information.
d. Passwords required on all devices to prevent illegal access of information.
e. Encryption is extra security for passwords held and other important information.



	a. Include advice in all Guidelines.  Personal Computers of Parish Councillors and processors should be wiped clean of all Parish Council information including emails before selling on and hard drives destroyed if computer is broken.
b. Professional advice should be taken when purchasing software for the Parish Council.  All Processors and Controllers to be advised of these measures in guidelines.
c. Professional advice should be taken when purchasing software for the Parish Council.  All Processors and Controllers to be advised of these measures in guidelines.
d. All Processors and Controllers to be advised that Parish Council information should be protected by a separate password from their private activity to prevent cross contamination of information and prevent others in their household having access to Parish Council information.
e. Suggest encryption software installed and get Computer Security Health check with PC ONLINE with suggestions for compliance.


	

	10.
	USE OF WHATSAPP 
	
	
	

	
	a. Who can use this?
b. Confidential or sensitive information?
c. Acceptable use?
d. Dispute resolution?
e. Policy enforcement?
f. Breaches?









	a. Only Councillors and the Clerk.
b. No confidential or sensitive information to be shared on WhatsApp or personal or non council related matters.
c. Quick informal communications and sharing of photos, council events, assets and projects.
d. Disputes to be resolved informally between those involved and records maintained.
e. Violations may result in disciplinary action and removal from the WhatsApp Group.
f. Breaches to be reported to Chair, Clerk and Data Protection Officer.
	a. When a councillor resigns he or she must be removed from the group chat.
b. Guidelines to be issued to all WhatsApp Group users.
c. Guidelines to explain what is acceptable.
d. All disputes and records to be kept and maintained for resolution as per records retention policy.
e. Those who violate could face removal from the group.  
f. Records of discussions to be kept on file and a report of each breach to be maintained and reported if necessary to ICO.






	



RISK ASSESSMENT CARRIED OUT BY 
DATA PROTECTION LEAD COUNCILLOR:   Kevin Lamb				and					PARISH CLERK:  June Jones
ADOPTED BY STAVERTON PARISH COUNCIL at the meeting held on Monday 11th May 2026  :  SIGNED BY 				Chair of Staverton Parish Council
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